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A. AUTHORITY: 

A1. This Air Navigation Order is issued by the Director General, CAA under powers vested by Rules, 
4(3), 101, 107, 109, 110, 114, 180, & 360 and other enabling provisions of Civil Aviation Rules, 
1994 (CARs, 1994) and 2014. 

B. PURPOSE: 

B1. To lay down procedures for the security of Air Cargo (including normal freight, consolidations, 
trans-shipment, unaccompanied courier items, postal mail, diplomatic mail and company stores). 

C. SCOPE: 

C1. This procedure will be applicable to all aircraft operators. All cargo handling agencies and 
regulated agents of International and Domestic Cargo. 

D. DESCRIPTION:  

D1. DEFINITIONS:  

The following terms when used in the ANO shall have the following meanings assigned to them 
here under. Any term used but not defined in this ANO shall have the same meaning as given in 
Civil Aviation Ordinance, 1960, Pakistan Civil Aviation Authority Ordinance, 1982 and Civil Aviation 
Rules, 1994, 2014. 

D1.1. AERODROME: 

Means an area of land or water designed, equipped, set apart or commonly used or intend to be 
used either wholly or in part for affording facilities for the landing and departure of aircraft and 
includes all buildings, sheds, vessels and other structures and roads thereon or appertaining there 
to. 

D1.2. AIRPORT:  

Means an aerodrome at which facilities have in the opinion of the Federal Government., been 
sufficiently developed to be of importance to Civil Aviation.  

D1.3. AUTHORITY:  

Means the Civil Aviation Authority established under section 3 of the Pakistan Civil Aviation 
Authority Ordinance, 1982.  

D1.4. DIRECTOR GENERAL:  

Means the Director General of the Authority. 

D1.5. FORCE: 

Means the Airport Security Force constituted under Section 3 of the Airports Security Force Act, 
1975. 

D1.6. COO / AIRPORT MANAGER:  

Means the Manager appointed by the Director General or any person performing the duties of 
Manager at an Aerodrome or at an Airport or designated as being the manager or in charge of an 
aerodrome or of an airport. 

D1.7. AIRCRAFT OPERATOR:  

An entity which is providing air transport for goods. Responsible for carrying cargo from a point A 
to a Point B in safe and secure conditions by the contract of transport for Cargo: the Air Waybill. 

D1.8. SECURITY: 

Safeguarding civil aviation against acts of unlawful interference. This objective is achieved by a 
combination of human and material resources. 
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D1.9. SCREENING: 

Screening of air cargo & mail through electronic & physical means. 

D1.10. SEARCHING: 

Searching of air cargo & mail through physical means. 

D1.11. CONSIGNER / SHIPPER / SENDER: 

The individual or entity (such as a company  organization) who originates cargo from its own 
account offering it for transport. 

D1.12. FREIGHT FORWARDER: 

Entity operating within supply chain responsible for the transport administrative and logistics 
process. Main task is to arrange for air shipments including the customs clearance, booking flights 
and consolidation of cargo as appropriate. 

D1.13. GROUND HANDLER: 

Entity subcontracted by the freight forwarders and or/aircraft operators who do not have their own 
warehouses. Responsible for dealing with operational aspects of cargo handling at the airport. 
Applies security measures based on its own programme or in the name of aircraft operator. 

D1.14. CONSIGNEE / RECEIVER: 

The person or entity at the final destination for which the cargo is intended. 

D1.15. AIR CARGO: 

The term “Air Cargo” in the context of aviation security includes normal freight, consolidations, 
transshipments, unaccompanied courier items, postal mail, diplomatic mail, company stores and 
unaccompanied baggage shipped as freight on a passenger carrying aircraft. 

D1.16. REGULATED AGENT: 

Any entity that conducts business with the aircraft operator and provides security controls that are 
accepted or required by the appropriate authority in respect of cargo and/or mail. An aircraft 
operator may also act as a regulated agent.  

D1.17. KNOWN CONSIGNER: 

A consignor who originates cargo or mail for its own account and whose procedures meet 
common security rules and standards sufficient to allow the carriage of cargo or mail on any 
aircraft.  

D1.18. ACCOUNT CONSIGNER: 

Consignor who originates cargo or mail for its own account and who applies procedures that meet 
common security rules and standards set by the appropriate authority Sufficient to allow the 
carriage of its cargo and mail on all cargo aircraft only. May be designated by a regulated agent or 
an aircraft operator 

D2. INTRODUCTION: 

D2.1. As the widespread implementation of aviation security measures regarding passengers and their 
baggage has become more effective, air cargo has become a more attractive option for 
perpetrators, attempting to carry out an act of unlawful interference. The volume of air cargo 
carried is large and cargo system is well-known, thus making it easier for the perpetrators to target 
specific flights / Cargo consignments. To curb the menace Annex-17 states the following:- 

D2.2. STANDARDS: 

D2.2.1. Each Contracting State shall ensure that appropriate security controls, including screening where 
practicable are applied to cargo and mail, prior to their being loaded onto an aircraft engaged in 
commercial air transport operations. 

D2.2.2. Each Contracting State shall establish a supply chain security process, which includes the 
approval of regulated agents and/or known consignors, if such entities are involved in 
implementing screening or other security controls of cargo and mail. 
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D2.2.3. Each Contracting State shall ensure that cargo and mail to be carried on a commercial aircraft are 
protected from unauthorized interference from the point screening or other security controls are 
applied until departure of the aircraft. 

D2.2.4. Each Contracting State shall ensure that enhanced security measures apply to high-risk cargo and 
mail to appropriately mitigate the threats associated with it. 

D2.2.5. Each Contracting State shall ensure that operators do not accept cargo or mail for carriage on an 
aircraft engaged in commercial air transport operations unless the application of screening or other 
security controls is confirmed and accounted for by a regulated agent, or an entity that is approved 
by an appropriate authority. Cargo and mail which cannot be confirmed and accounted for by a 
regulated agent or an entity that is approved by an appropriate authority shall be subjected to 
screening. 

D2.2.6. Each Contracting State shall ensure that catering, stores and supplies intended for carriage on 
passenger commercial flights are subjected to appropriate security controls and thereafter 
protected until loaded onto the aircraft. 

D2.2.7. Each Contracting State shall ensure that merchandise and supplies introduced into security 
restricted areas are subject to appropriate security controls, which may include screening. 

D2.2.8. Each Contracting State shall ensure that cargo and mail that has been confirmed and accounted 
for shall then be issued with a security status, which shall accompany, either in an electronic 
format or in writing, the cargo and mail throughout the secure supply chain. 

D2.2.9. Each Contracting State shall ensure that transfer cargo and mail has been subjected to 
appropriate security controls prior to being loaded on an aircraft engaged in commercial air 
transport operations departing from its territory. 

D2.2.10. Each Contracting State shall ensure that, where screening of cargo and mail is conducted, 
screening is carried out using an appropriate method or methods, taking into account the nature of 
the consignment. 

D2.3. Implementation of concept of Secure Supply Chain of Air Cargo & Mail is of utmost importance. 
However, in Pakistan concept of Secure Supply Chain originating from Known Consignors is not 
implemented at the moment, as every cargo is to be treated as unknown cargo and has to be 
screened / searched prior loading on to an aircraft through Regulated Agent / Ground Handler at 
Cargo Complexes. Therefore, secure supply chain in Pakistan starts from Regulated Agents / 
Ground Handlers (NCASP Chapter-6, Annex-G).  

D3. AIR CARGO SECURE SUPPLY CHAIN  

D3.1. Set of interconnected security procedures that reapplied to a cargo consignment to maintain the 
integrity of such a consignment from the point where screening or other security controls are 
applied until it arrives at its last airport of arrival, including through transit and/or transfer points by 
following the Standards.  

D3.2. The objectives of Air Cargo Secure Supply Chain are as follows:- 

D3.2.1. Efficient solution, built on a risk-based approach that meets the following objectives: 

a). Respect existing obligations of businesses operating in the air cargo supply chain. 

b). Share costs and responsibilities among all stakeholders. 

c). Facilitate the flow of cargo transported by air. 

d). Reduce or limit possible delays generated by the application of security controls. 

e). Apply appropriate security controls for specific categories of cargo 

f). Preserve the primary advantages of the air transport mode: speed, safety and security. 

D3.3. SECURE SUPPLY CHAIN PILLARS:- 

D3.3.1. Air Cargo Secure Supply Chain concept is based on 06 pillars. If any of pillar is missing the secure 
supply chain will not be purposeful:- 

a). Facility security 



 

  
 

SECURITY MEASURES FOR AIR CARGO & MAIL  

    

 
01/07/2021 Page 4 of 6 ANO-001-SCAS-3.0 

 

b). Personnel security 

c). Training 

d). Screening  

e). Chain of custody 

f). Oversight and compliance 

D4. RESPONSIBILITIES OF AIRCRAFT OPERATOR:- 

D4.1. An aircraft operator is to ensure its capabilities to do 100% screening of international cargo by 
using combination of Dual view screening machine with either Explosive Trace Detection (ETD) or 
Explosive Detection Dogs (EDD). 

D4.2. At domestic cargo 100% x-ray screening is mandatory. 

D4.3. To ensure keeping screened cargo 100% secure at all time. 

D4.4. Responsible to ensure before loading that 100% of cargo has been secured either by itself or by 
any other approved entity such as Regulated Agent or Ground Handler: 

D4.5. An aircraft operator which is also operating as Regulated Agent also must have its Security 
Program approved by the PCAA. 

D4.6. Must ensure documented description matches the actual cargo being offered. 

D4.7. Must ensure Consignment security declaration is completed in all aspects. 

D4.8. Recruit and vet employees having access to cargo. 

D4.9. Conduct background checks of all employees especially who have unescorted access to cargo. 

D4.10. Security awareness training for non-security personnel and proper security trainings for personnel 
deployed on security duties, access control and who have unescorted access to cargo and 
restricted area.  

D4.11. Secure cargo facility. 

D5. RESPONSIBILITIES OF KNOWN CONSIGNOR:- 

D5.1. Known consigner is to confirm its capabilities to do 100% screening of international cargo by using 
combination of Dual view screening machine with either Explosive Trace Detection (ETD) or 
Explosive Detection Dogs (EDD). 

D5.2. At domestic cargo 100% x-ray screening is mandatory. 

D5.3. To ensure keeping screened cargo 100% secure at all time. 

D5.4. Develop a Known Consignor Security programme approved by the PCAA. 

D5.5. Meets common security rules and standards after inspection by the PCAA. 

D5.6. Must ensure documented description matches the actual cargo being offered. 

D5.7. Must ensure Consignment security declaration be completed satisfactory. 

D5.8. Recruit and vet employees having access to cargo 

D5.9. Conduct background checks of all employees especially who have unescorted access to cargo. 

D5.10. Security awareness training for non security personnel and proper security trainings for personnel 
deployed on security duties, access control and who have unescorted access to cargo and 
restricted area. 

D5.11. Secure cargo facility. 

D5.12. Must ensure sealing of cargo vehicle and keep it secure till handing over of cargo to other entity 
involved in secure supply chain 
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D6. RESPONSIBILITIES OF REGULATED AGENT / GROUND HANDLER:- 

D6.1. Regulated Agent is responsible to do 100% screening of international cargo by using combination 
of Dual view screening machine with either Explosive Trace Detection (ETD) or Explosive 
Detection Dogs (EDD). 

D6.2. At domestic cargo 100% x-ray screening is mandatory. 

D6.3. To ensure keeping screened cargo 100% secure at all time. 

D6.4. Develop a Regulated Agent Security programme approved by the PCAA. 

D6.5. Meets common security rules and standards after inspection by the PCAA. 

D6.6. Must ensure documented description matches the actual cargo being offered. 

D6.7. Must ensure Consignment security declaration be completed satisfactory. 

D6.8. Recruit and vet employees having access to cargo 

D6.9. Conduct background checks of all employees especially who have unescorted access to cargo. 

D6.10. Security awareness training for non security personnel and proper security trainings for personnel 
deployed on security duties, access control and who have unescorted access to cargo and 
restricted area. 

D6.11. Secure cargo facility. 

D7. RESPONSIBILITIES OF A REGULATOR - SECURITY DIRECTORATE PCAA:- 

D7.1. Air Cargo Agents / Regulated Agents / Ground Handlers handling Dangerous Goods are required 
to fulfill all security requirements as per Appendix- CII of Air Navigation Order No: ANO-030-FSXX-
3.0. 

D7.2. Ensure implementation of required security control by Aircraft Operators, Regulated Agents, & 
Known Consigner and to APPROVE facilities to carryout cargo operations. 

D7.3. Conduct security inspection of cargo facilities on regular intervals (at least once in a calendar 
year). Follow up visits for Corrective Action Plans (CAPs) 

D7.4. Checking of background checks of employees working at cargo facilities of aircraft operator, 
regulated agent / ground handler & known consignor. 

D7.5. Checking of training records of all employees including screeners.  

D7.6. To certify screeners of all entities involved in cargo operations applying security measures on 
cargo. 

D7.7. To penalize entities involved in cargo operations on non-compliance (whenever deemed feasible) 

 

E. EVIDENCES (ACRONYMS / RECORDS / REFERENCES): 

E1. ACRONYMS: 

AC  : ACCOUNT CONSIGNOR 

ANO  : AIR NAVIGATION ORDER 

APM  : AIRPORT MANAGER 

ASF  : AIRPORT SECURITY FORCE 

CAA  : CIVIL AVIATION AUTHORITY 

CAR  : CIVIL AVIATION RULES 

COO  : CHIEF OPERATIONS OFFICER 

COS  : CHIEF SECURITY OFFICER 

HQS  : HEADQUARTERS 

ICAO  : INTERNATIONAL CIVIL AVIATION ORGANIZATION 
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KC  : KNOWN CONSIGNOR 

QC  : QUALITY CONTROL 

RA  : REGULATED AGENT 

E2. RECORDS:  

NIL 

E3. REFERENCES: 

Annexure-17 

National Civil Aviation Security Program (NCASP) 

ANO-030-FSXX-3.0 

 
 IMPLEMENTATION: 

 This Air Navigation Order (ANO-001-SCAS) version 3.0 supersedes its earlier version 
ANO-001-SCOP version 2.0 dated 15/12/2009 and shall be implemented with effect from 
1st July, 2021. 

  
 
 
 

 

(KHAQAN MURTAZA) 
Director General 
Pakistan Civil Aviation Authority 

Dated: -  ____________June, 2021 

 
 
 
 
 
(MUHAMMAD SULEMAN AZIZ) 
Air Cdre (R) 
Director Security 
 
Dated-                 June, 2020 
File No. HQCAA/1129/126/SCAS  

 


